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—
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Summary for Audit Committee
This document summarises the key findings in relation to our 2017-18
external audit at Barnsley Metropolitan Borough Council (‘the Authority’).
This report covers both our on-site work which was completed in June and
July 2018 on the Authority’s significant risk areas, as well as other areas of
your financial statements, and the control environment in place to support
the production of timely and accurate financial statements.
Organisational and IT We have identified a number of issues in relation to the IT control environment.
control environment This predominantly relates to password controls, privileged user access and
change management.
Controls over key No issues have been noted in relation to controls over key financial systems.
financial systems
Accounts production We received the draft accounts on 31 May 2018, which is the statutory deadline
for draft account production.
Working papers were provided in a timely manner and were of a similar standard
to prior years.
Financial statements Subject to all outstanding queries being resolved to our satisfaction we
anticipate issuing an unqualified audit opinion on the Authority's financial
statements before the deadline of 31 July 2018.
Based upon our initial assessment of risks to the financial statements (as reporting
to you in our External Audit Plan 2017/18 and updated during our audit) we
identified the following significant risks (excluding those mandated by International
Standards on Auditing – see Page 11):
— Valuation of PPE – Whilst the Authority operates a cyclical revaluation
approach, the Code requires that all land and buildings be held at fair value.
We have considered the way in which the Authority ensures that assets not
subject to in-year revaluation are not materially misstated. No issues were
identified as a result of our work;
— Pensions Liabilities – The valuation of the Authority’s pension liability, as
calculated by the Actuary, is dependent upon both the accuracy and
completeness of the data provided and the assumptions adopted. We have
reviewed the processes in place to ensure accuracy of data provided to the
Actuary and considered the assumptions used in determining the valuation. No
issues were identified as a result of our work and
— Faster Close – The timetable for the production of the financial statements has
been significantly advanced with draft accounts having to be prepared by 31
May (2017: 30 June) and the final accounts signed by 31 July (2017: 30
September). We worked with the Authority in advance of our audit to
understand the steps being taken to meet these deadlines and the impact on
our work. We did not identify any issues caused by the faster close process.
We have identified one audit adjustment with a total value of £17.050 million. See
Appendix 3 for details. This adjustment results in no impact to the reported deficit
on provision of services and no impact to the general fund and Housing Revenue
Account balance.
We identified one unadjusted audit difference in relation to the valuation of pension
assets. This had a value of £5m and had not impact on the reported deficit on
provision of services or the general fund and HRA balance.
Continued on the next page …

© 2018 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with
KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential

1

Summary for Audit Committee
(cont.)
Financial statements We identified one unadjusted difference, with a value of £5 million, in relation to
(cont.) pension asset valuation. See Appendix 3 for details
Based on our work, we have raised three recommendations. Details of our
recommendations can be found in Appendix 1.
As at the date of drafting this report, we still have the following procedures to
complete:
-

Completion of WGA work; and

-

Updating our work in response to a small number of outstanding queries.

We are now in the completion stage of the audit. We anticipate issuing our audit
opinion by 31 July 2018. We will issue our completion certificate in advance of the
WGA deadline of 31 August 2018.
Value for money We have completed our risk-based work to consider whether in all significant
arrangements respects the Authority has proper arrangements to ensure has taken properly
informed decisions and deployed resources to achieve planned and sustainable
outcomes for taxpayers and local people. We have concluded that the Authority
has made proper arrangements to secure economy, efficiency and effectiveness in
its use of resources.
We therefore anticipate issuing an unqualified value for money opinion.
We set out our assessment of those areas requiring additional risk based work in
our External Audit Plan 2017/18 and have updated this assessment during our
interim visit. As a result of this we have identified the following significant VFM
audit risks:
— Delivery of Budgets – As a result of reductions in central government funding,
and other pressures, the Authority is having to make additional savings beyond
those from prior years. We have considered the way in which the Authority
identifies, approves, and monitors both savings plans and how budgets are
monitored throughout the year.
See further details on page 21.
Exercising of audit We have a duty to consider whether to issue a report in the public interest about
powers something we believe the Authority should consider, or if the public should know
about.
We have not identified any matters that would require us to issue a public interest
report.
In addition, we have not had to exercise any other audit powers under the Local
Audit & Accountability Act 2014.
Acknowledgements We would like to take this opportunity to thank officers and Members for their
continuing help.
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Section one

Control
Environment

Section one: Control environment

Organisational and IT control environment
We have identified no significant issues with the Authority's organisational and IT control
environment and consider that the overall arrangements that have been put in place are reasonable.
Despite this, we have noted a number of areas for further improvement which are detailed below.
Work completed
Controls operated at an organisational level often have an impact on controls at an operational level and if
there were weaknesses this would have implications for our audit. We obtain an understanding of the
Authority’s overall control environment and determine if appropriate controls have been implemented. We do
not complete detailed testing of these controls.
The Authority relies on information technology (“IT”) to support both financial reporting and internal control
processes. In order to satisfy ourselves that we can rely on the use of IT, we test controls over access to
systems and data and system changes.
Key findings
We consider that your organisational and IT controls are effective overall, but noted a number of areas for
further improvement:
— SAP Privileged Profiles – We identified eight accounts with super user access for an extended period
with no clear, current reason for the access; two accounts which had been assigned temporary super
user access with no evidence available for the underlying request; and three instances where users
assigned themselves temporary super user access.
— SAP Application Opening – There is no formally evidenced process for requesting and approving the
SAP application being opened to allow changes to the live system.
— SAP Privileged Transactions – We identified 34 user accounts which had privileged access assigned to
change underlying data in the database and where the users had either left the Council (2) or are
members of the Commercial services team (32) whose normal duties do not require this level of
privilege. We also identified one user account that held privileges no longer required for the individual’s
job role and one user account which is now being used as a shared account to run batch jobs.
— Infrastructure Passwords – We noted a number of system password configurations that did not align
with good practice and / or Council’s password policy.
— SAP Built In Accounts – There are a number of built in system accounts which are used for specific
purposes such as initial system set up or version upgrades which are not routinely disabled when not in
use.
— SAP Change Management – There is no clearly documented change approval process for the SAP
application, with minimal documentation retained.
— SAP Change Segregation of Duty – We noted eight active users with the ability to develop and
implement changes to the live system without independent approval, and 75/471 indirect changes were
developed and implemented by the same user.
These weaknesses meant that we needed to alter our audit strategy in relation to relying on automatic
controls.. This also included additional substantive testing at year-end.
Recommendations are included in Appendix 8.

© 2018 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with
KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential

4

Section one: Control environment

Organisational and IT control environment
(cont.)
Asp ect of controls

Assessment

Organisational controls:
Managem ent’s philosophy and operating style

3

Culture of honesty and ethical behaviour

3

Oversight by those charged with governance

3

Risk assessm ent process

3

Com m unications

3

Monitoring of controls

3

Key
1

Significant gaps in the
control environm ent.

2

Deficiencies in respect
of individual controls

3

Generally sound control
environm ent.

IT controls:
Access to system s and data
System changes and m aintenance

2
2
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Section one: Control environment

Controls over key financial systems
The controls over all of the key financial systems are sound.

Work completed
We review the outcome of internal audit’s work on the financial systems to influence our assessment of the
overall control environment, which is a key factor when determining the external audit strategy.
Where we have determined that this is the most efficient audit approach to take, we evaluate the design and
implementation of the control and then test selected controls that address key risks within these systems.
The strength of the control framework informs the substantive testing we complete during our final accounts
visit.
Our assessment of a system will not always be in line with your internal auditors’ opinion on that system.
This is because we are solely interested in whether our audit risks are mitigated through effective controls,
i.e. whether the system is likely to produce materially reliable figures for inclusion in the financial
statements.
Key findings
Based on our work we have determined that the controls over all of the key financial systems are sound.
Asp ect of controls

Assessment

Property, Plant and Equipm ent

3

Cash and Cash Equivalents

3

Pension Assets and Liabilities

3

Non pay expenditure

3

Payroll

3

Housing benefits expenditure

3

Business rates incom e

3

Council tax incom e

3

HRA rental incom e

3

Key
1

Significant gaps in the
control environm ent

2

Deficiencies in respect
of individual controls

3

Generally sound control
environm ent
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Section two

Financial
Statements

Section two: Financial Statements

Accounts production and audit process
Audit standards (ISA 260) require us to communicate our views on the significant qualitative aspects
of the Authority’s accounting practices and financial reporting.
We also assessed the Authority’s process for preparing the accounts and its support for an efficient
audit. The efficient production of the financial statements and good-quality working papers are
critical to meeting the tighter deadlines.
The Authority’s overall process for the preparation of the financial statements is adequate.
The Authority has implemented all of the recommendations in our ISA 260 Report 2016/17.

Accounts practices and production process
The Authority incorporated a number of measures into its closedown plan to further improve the project
management of this complex process. Specifically, the Authority recognised the additional pressures which
the earlier closedown brought and we engaged with officers in the period leading up to the year end in order
to proactively address issues as they emerge.
We consider that the overall process for the preparation of your financial statements is good.
We also consider the Authority’s accounting practices appropriate.
Going concern
The financial statements of the Authority have been prepared on a going concern basis. We confirm that we
have identified no significant matters which would, in our view, affect the ability of the Authority to continue
as a going concern.
Implementation of recommendations
We raised four recommendations in our ISA 260 Report 2016/17. The Authority has implemented all of the
recommendations relating to the financial statements in line with the timescales of the action plan. There
were no high priority recommendation made in the prior year. Further details of the progress made against
2016/17 recommendations are included in Appendix 2.
Completeness of draft accounts
We received a complete set of draft accounts on 31 May 2018, which is the statutory deadline.
Quality of supporting working papers
We issued our Accounts Audit Protocol to Phil Danforth on 9 March 2018. This important document sets out
our audit approach and timetable. It also summarises the working papers and other evidence we require the
Authority to provide to support our audit work. This helps the Authority to provide audit evidence in line with
our expectations.
Although not all working papers were available on day one of our audit, they were all provided in a timely
manner when requested.
The working papers were of similar quality to those provided in previous years.
Response to audit queries
We are pleased to report that our agreed turnaround time for dealing with audit queries was achieved by
Officers, including those who are not part of the finance team. As a result of this, all of our audit work were
completed within the timescales expected with no outstanding queries.
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Section two: Financial Statements

Accounts production and audit process
(cont.)
Group audit
In addition to the Authority we deem Bernaslei Homes to be significant in the context of the group audit.
This is due to the value of the pension fund liability.
To support our audit work on the Authority’s group accounts, we undertook an audit of the pension figures in
line with our standard pension audit procedures. No other balances at Bernaslei Homes are material in
relation to the group.
There are no specific matters to report pertaining to the group audit.
We are also pleased to report that there were no issues to note in relation to the consolidation process.
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Section two: Financial Statements

Specific audit areas
We anticipate issuing an unqualified audit opinion on the Authority’s 2017-18 financial statements by
31 July 2018. We will also report that your Annual Governance Statement complies with the
guidance issued by CIPFA/SOLACE (‘Delivering Good Governance in Local Government’) published in
April 2016.
For the year ending 31 March 2018, the Authority has reported a deficit on provision of services of
£46.5m.

Auditing standards require us to consider two standard risks for all organisations. We consider these as a
matter of course in our audit and will have set out the findings arising from our work in our ISA 260 Report
below.

01

Management override of controls
Professional standards require us to communicate the fraud risk from management override of
controls as significant because management is typically in a unique position to perpetrate fraud
because of its ability to manipulate accounting records and prepare fraudulent financial
statements by overriding controls that otherwise appear to be operating effectively.
Our audit methodology incorporates the risk of management override as a default significant
risk. We have not identified any specific additional risks of management override relating to this
audit.
In line with our methodology, we carried out appropriate controls testing and substantive
procedures, including over journal entries, accounting estimates and significant transactions that
are outside the normal course of business, or are otherwise unusual.
There are no matters arising from this work that we need to bring to your attention.

02

Fraudulent revenue recognition
Professional standards require us to make a rebuttable presumption that the fraud risk from revenue
recognition is a significant risk.
In our External Audit Plan 2017-18 we reported that we do not consider this to be a significant risk
for Local Authorities as there is unlikely to be an incentive to fraudulently recognise revenue.
This is still the case. Since we have rebutted this presumed risk, there has been no impact on our
audit work.

Over the following pages we have set out our assessment of the specific significant risks and areas of audit
focus we identified in relation to the audit of the Authority’s financial statements.
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Section two: Financial Statements

Specific audit areas
Significant Audit Risks – Authority
Those risks requiring specific audit attention and procedures to address the likelihood of a material financial
statement error in relation to the Authority.
Risk:

Valuation of PPE
The Code requires that where assets are subject to revaluation, their year end carrying value
should reflect the appropriate fair value at that date. The Authority has adopted a rolling
revaluation model which sees all land and buildings revalued over a five year cycle. As a
result of this, however, individual assets may not be revalued for four years.
Given the number of assumptions that go into the valuation process and the values involved,
relatively small changes in an assumption could have a material impact on the financial
statements. There is also a risk that the carrying value of those assets not revalued in year
differs materially from the year end fair value. In addition, as the valuation is undertaken as at
1 April, there is a risk that the fair value is different at the year end.

Our
assessment
and work
undertaken:

We reviewed the approach that the Authority adopted to assess the risk that assets not
subject to valuation were materially misstated and considered the robustness of that
approach.
In addition, we considered the impact of changes in the value of revalued assets on assets
that had not been revalued in year to determine whether the fair values had moved materially
since their last revaluation.
We considered the impact of changes in build costs during the year on assets valued under
depreciated replacement cost methodology. We estimated that, had this increase in build
costs been applied to all assets during the year, there would be an increase in gross book
significantly less than materiality. As this is only an estimate, made on a number of
assumptions, we have not included an unadjusted audit difference in relation to this balance.
In relation to those assets which have been revalued during the year we reviewed the
accounting entries made to record the results of the revaluation in order to ensure that they
were appropriate.
We also assessed the valuer’s qualifications, objectivity and independence to carry out such
valuations and reviewed the methodology used (including testing the underlying data and
assumptions).
As a result of this work we determined that the process for valuing fixed assets is
appropriate, and we did not identify any material misstatements.
We have set out our view of the assumptions used in relation to accounting for Property,
Plant & Equipment at page 15.
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Section two: Financial Statements

Specific audit areas (cont.)
Significant Audit Risks – Authority (cont.)
Risk:

Pension Asset and Liabilities
The net pension liability represents a material element of the Authority’s balance sheet. The
Authority is an admitted body of South Yorkshire Pension Fund, which had its last triennial
valuation completed as at 31 March 2016. This forms an integral basis of the valuation as at
31 March 2018.
The valuation of the Local Government Pension Scheme relies on a number of assumptions,
most notably around the actuarial assumptions, and actuarial methodology which results in
the Authority’s overall valuation.
There are financial assumptions and demographic assumptions used in the calculation of the
Authority’s valuation, such as the discount rate, inflation rates, mortality rates etc. The
assumptions should also reflect the profile of the Authority’s employees, and should be based
on appropriate data. The basis of the assumptions is derived on a consistent basis year to
year, or updated to reflect any changes.
There is a risk that the assumptions and methodology used in the valuation of the Authority’s
pension obligation are not reasonable. This could have a material impact to net pension liability
accounted for in the financial statements.

Our
assessment
and work
undertaken:

As part of our work we reviewed the controls that the Authority has in place over the
information sent directly to the Scheme Actuary. We also liaised with the auditors of the
Pension Fund in order to gain an understanding of the effectiveness of those controls
operated by the Pension Fund. This included consideration of the process and controls with
respect to the assumptions used in the valuation. We also evaluated the competency,
objectivity and independence of Mercer.
We reviewed the appropriateness of the key assumptions included within the valuation,
compared them to expected ranges and involved a KPMG Actuary to provide a specialist
assessment of those assumptions. We also reviewed the methodology applied in the
valuation by Mercer.
In addition, we reviewed the overall Actuarial valuation and considered the disclosure
implications in the financial statements.
In order to determine whether the net pension liability has been appropriately accounted for
we also considered the valuation of pension assets. We obtained assurance from the Pension
Fund auditors (KPMG) over the overall value of fund assets
Our work has also considered the roll forward of the assets undertaken by the actuaries and
the allocation of those assets to the Authority. We noted that, consistent with many pension
funds, given the faster close process of Local Government accounts, the actuaries have used
estimated investment rates of returns for the last two months of 2017/18. Our work has
considered this and the difference in actual and estimated investment rates of return is a £5m
increase in the pension asset. This is recorded as an unadjusted audit difference (Appendix
3).
As a result of this work we determined that there are no material errors in relation to the
pension asset and liabilities figures shown within the financial statements.
We have set out our view of the assumptions used in valuing pension assets and liabilities at
page 16.
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Section two: Financial Statements

Specific audit areas (cont.)
Significant Audit Risks – Authority (cont.)
Faster Close

Risk:

In prior years, the Authority has been required to prepare draft financial statements by 30
June and then final signed accounts by 30 September. For years ending on and after 31
March 2018 however, revised deadlines apply which require draft accounts by 31 May and
final signed accounts by 31 July.
These changes represented a significant change to the timetable that the Authority had
previously worked to. The time available to produce draft accounts was reduced by one
month and the overall time available for completion of both accounts production and audit
was two months shorter than in prior years.
In order to meet the revised deadlines, the Authority needed to make greater use of
accounting estimates, and there were a number of logistical challenges that needed to be
managed, including:
— Ensuring that any third parties involved in the production of the accounts (including
valuers, actuaries, subsidiaries and subsidiary auditors) are aware of the revised deadlines
and to make arrangements to provide the output of their work in accordance with this;
— Revising the closedown and accounts production timetable in order to ensure that all
working papers and other supporting documentation are available at the start of the audit
process;
— Ensuring that the Audit Committee meeting schedules have been updated to permit
signing in July; and
— Applying a shorter paper deadline to the July meeting of the Audit Committee meeting in
order to accommodate the production of the final version of the accounts and our ISA 260
report.
Our
assessment
and work
undertaken:

We liaised with officers in preparation for our audit in order to understand the steps that the
Authority was taking in order to ensure it met the revised deadlines. We also advanced audit
work into the interim visit in order to streamline the year end audit work.
We received draft financial statements on the statutory deadline of 31 May 2018. The quality
of this draft was consistent that of prior years.
As a result of this work we determined that the finance team had set out a clear timetable
which enabled them to meet the statutory deadline for producing draft accounts, and
providing us with working papers in order to complete our audit. The level of quality was
sufficient to indicate that appropriate quality control methods were still in place, despite the
need produce the accounts quicker than in previous years.
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Section two: Financial Statements

Judgements
We have considered the level of prudence within key judgements in your 2017-18 financial
statements and accounting estimates. We have set out our view below across the following range of
judgements.
Level of p rudence
0

1

Audit
Difference

Cautious

2

3
Balanced

4

5

6

Optim istic

Audit
Difference

Accep tab le Range
Sub jective area

2017-18 2016-17 Commentary

Provisions (excluding Business
Rates)
3

3

Total value of non-NNDR provisions is £4.849m . The m ajority of
the provisions relate to the estim ated value of outstanding
insurance claim s (£4.2m ). We have agreed this figure to workings
provided by the Council. We consider the provisions and related
disclosures to be proportionate.

3

Since 2013/14 the Authority has been responsible for a proportion
of successful rateable value appeals. The business rate appeals
provision held at year end is £4.289m . We have reviewed the
workings for the provision and note that this has increased from
prior year based upon historical trends. The m ethodology behind
this provision is considered balanced and based accordingly upon
recent historical trends and knowledge of current cases.

3

The Authority continues its use of the beacon m ethodology in line
with the DCLG’s Stock Valuation for Resource Accounting
published in Novem ber 2016. The Authority utilised its own
internal valuer to provide valuation estim ates. We have reviewed
the assum ptions around these estim ates and found them
reasonable.

3

Our work around PPE did not identify any inappropriate asset
lives being applied to PPE held. We are therefore satisfied that
the asset lives being applied by the Council are reasonable and
reflect as closely as possible the expected useful rem aining life of
assets. We reviewed the assum ptions used by the valuer and
these appear reasonable.

Business Rates provision

3

Property Plant & Equipm ent:
HRA Assets
3

Property Plant & Equipm ent:
Non-HRA Assets
3

Valuation of Pension Assets
and Liabilities

3

3

The Authority continues to use Mercer to provide actuarial
valuations in relation to the assets and liabilities recognised as a
result of participation in the Local Governm ent Pension Schem e.
Due to the overall value of the pension assets and liabilities, sm all
m ovem ents in the assum ptions can have a significant im pact on
the overall valuation.
The actual assum ptions adopted by the actuary fell within our
expected ranges as set our below:
continues overleaf
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Section two: Financial Statements

Judgements (cont.)
Sub jective area

2017-18 2016-17 Commentary

Valuation of pension assets and
liabilities (cont.)

Assump tion

Actuary
Value

KPMG
Value

Assessment

Discount rate

2.60%

2.50%

4

Pension Increase Rate

2.20%

2.16%

3

1.25% until
31 March
2020, CPI
plus 1.25%
there after

CPI plus
0% to
2.0%

3

Salary Increases
3

3

Life expectancy
Males currently aged 45 / 65
25.2 / 23.0 23.5 / 22.1
Fem ales currently aged 45 / 65 28.1 / 25.8 25.4 / 23.9

2

We also considered the accuracy of the estim ated investm ent
returns for the last two m onths. This led to a £5m difference,
which we have reported as an unadjusted audit different
(Appendix 3).
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Section two: Financial Statements

Proposed opinion and audit differences
Subject to all outstanding queries being resolved to our satisfaction, we anticipate issuing an
unqualified audit opinion on the Authority’s 2017-18 financial statements following approval of the
Statement of Accounts by the Audit Committee and adoption by Full Cabinet on 26 July 2018.
Audit differences
In accordance with ISA 260 we are required to report uncorrected audit differences to you. We also report
any material misstatements which have been corrected and which we believe should be communicated to
you to help you meet your governance responsibilities.
The final materiality (see Appendix 4) for this year’s audit was set at £12 million. Audit differences below
£600k are not considered significant.
We identified one unadjusted audit difference of £5 million in relation to pension assets valuation. Details
can be found in Appendix 3.
Our audit identified a total of one significant audit differences, which we set out in Appendix 3. It is our
understanding that these will be adjusted in the final version of the financial statements. This adjustment
relates to the presentation of the early payment of the pension deficit in order to comply with accounting
requirements that this is not a prepayment.
There is no impact on the General Fund and Housing Revenue Account as a result of audit adjustments
In addition, we identified a small number of presentational adjustments required to ensure that the accounts
are compliant with the Code of Practice on Local Authority Accounting in the United Kingdom 2017-18 (‘the
Code’).
Annual governance statement
We have reviewed the Authority’s 2017-18 Annual Governance Statement and confirmed that:
— It complies with Delivering Good Governance in Local Government: A Framework published by
CIPFA/SOLACE; and
— It is not misleading and is consistent with other information we are aware of from our audit of the
financial statements.
We have made a number of comments in respect of its format and content which the Authority has agreed
to amend where significant.
Narrative report
We have reviewed the Authority’s 2017-18 narrative report and have confirmed that it is consistent with the
financial statements and our understanding of the Authority.
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Section two: Financial Statements

Completion
We confirm that we have complied with requirements on objectivity and independence in relation to
this year’s audit of the Authority’s 2017/18 financial statements.
Before we can issue our opinion we require a signed management representation letter.
Once we have finalised our opinions and conclusions we will prepare our Annual Audit Letter and
close our audit.
Declaration of independence and objectivity
As part of the finalisation process we are required to provide you with representations concerning our
independence.
In relation to the audit of the financial statements of Barnsley Metropolitan Borough Council for the year
ending 31 March 2018, we confirm that there were no relationships between KPMG LLP and Barnsley
Metropolitan Borough Council, its directors and senior management and its affiliates that we consider may
reasonably be thought to bear on the objectivity and independence of the audit engagement lead and audit
staff. We also confirm that we have complied with Ethical Standards and the Public Sector Audit
Appointments Ltd requirements in relation to independence and objectivity.
We have provided a detailed declaration in Appendix 6 in accordance with ISA 260.
Management representations
You are required to provide us with representations on specific matters such as your financial standing and
whether the transactions within the accounts are legal and unaffected by fraud. We have provided a
template to the Chief Finance Officer for presentation to the Audit Committee. We require a signed copy of
your management representations before we issue our audit opinion.
There are no matters over which we seek specific management representations.
Other matters
ISA 260 requires us to communicate to you by exception ‘audit matters of governance interest that arise
from the audit of the financial statements’ which include:
— Significant difficulties encountered during the audit;
— Significant matters arising from the audit that were discussed, or subject to correspondence with
management;
— Other matters, if arising from the audit that, in the auditor's professional judgment, are significant to the
oversight of the financial reporting process; and
— Matters specifically required by other auditing standards to be communicated to those charged with
governance (e.g. significant deficiencies in internal control; issues relating to fraud, compliance with laws
and regulations, subsequent events, non disclosure, related party, public interest reporting,
questions/objections, opening balances etc.).
There are no others matters which we wish to draw to your attention in addition to those highlighted in this
report or our previous reports relating to the audit of the Authority’s 2017-18 financial statements.
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Section three

Value for Money
Arrangements

Section three: Value for Money arrangements

Specific value for money risk areas
Our 2017-18 VFM conclusion considers whether the Authority had proper arrangements to ensure it
took properly informed decisions and deployed resources to achieve planned and sustainable
outcomes for taxpayers and local people.
We have concluded that the Authority has made proper arrangements to ensure it took properlyinformed decisions and deployed resources to achieve planned and sustainable outcomes for
taxpayers and local people.
The Local Audit and Accountability Act 2014 requires auditors of local government bodies to be satisfied that
the authority ‘has made proper arrangements for securing economy, efficiency and effectiveness in its use
of resources’.
This is supported by the Code of Audit Practice, published by the NAO in April 2015, which requires auditors
to ‘take into account their knowledge of the relevant local sector as a whole, and the audited body
specifically, to identify any risks that, in the auditor’s judgement, have the potential to cause the auditor to
reach an inappropriate conclusion on the audited body’s arrangements.’
We follow a risk based approach to target audit effort on the areas of greatest audit risk.

1

Identification of
significant VFM risks
(if any)
VFM audit risk
assessment

2

Continually re-assess
potential VFM risks

Reassess risks throughout
the audit.
Assessment of work by
other review agencies

Financial
statements and
other audit work

Conclude on
arrangements
to secure VFM

Specific local risk-based
work
If no significant VFM audit risks identified:
No further work required subject to reassessment

Overall VFM criteria:
In all significant respects,
the audited body had
proper arrangements to
ensure it took properly
informed decisions and
deployed resources to
achieve planned and
sustainable outcomes for
taxpayers and local
people

3

VFM
conclusion

Working with
partners and
third parties

Informed
Decision
making

VFM
conclusion
based on

Sustainable
Resource
Deployment
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Section three: Value for Money arrangements

Specific value for money risk areas (cont.)
The table below summarises our assessment of the individual VFM risk identified against the three subcriteria. This directly feeds into the overall VFM criteria and our value for money opinion.
Ap p licability of VFM Risks to VFM sub -criteria
VFM Risk

Informed decision
making

Delivery of budgets



Sustainab le
resource
dep loyment

Working with
p artner and third
p arties





In consideration of the above, we have concluded that in 2017-18, the Authority has made proper
arrangements to ensure it took properly-informed decisions and deployed resources to achieve planned and
sustainable outcomes for taxpayers and local people.
Further details on the work done and our assessment are provided on the following pages.
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Section three: Value for Money arrangements

Specific value for money risk areas (cont.)
As communicated to you in our External Audit Plan 2017-18, we have identified one risk requiring
specific audit attention and procedures to address the likelihood that proper arrangements are not in
place to deliver value for money.
In all cases we are satisfied that external or internal scrutiny provides sufficient assurance that the
Authority’s current arrangements in relation to these risk areas are adequate.
We have provided below a summary of the risk areas identified, our work undertaken and the conclusions
reached.
Risk:

Delivery of budgets
The Authority identified the need to make savings of £4.5 million in 2017/18. At quarter two,
budget monitoring showed that the Authority would deliver an overspend of approximately £1
million. This was predominantly due to overspends in the People and Place directorates,
although these were being somewhat off-set by savings identified elsewhere.
The Authority’s budget for 2018/19 was approved at the Council meeting in February 2018
and recognised a need for £15 million in savings to 2020 to principally address future
reductions to local authority funding alongside service cost and demand pressures. The
approved budget includes individual proposals to support the delivery of the overall savings
requirement. The Council is also undertaking a regeneration project in Barnsley Town Centre,
which will lead to increased demands on Council finances once phases 2, 3 and 4 are
underway. As a result, the need for savings will continue to have a significant impact on the
Authority’s financial resilience.

Our
Like most of local government, the Authority faces a challenging future driven by funding
assessment reductions and an increase in demand for services, particularly around adult social care and
and work
children’s services.
undertaken:
The Authority reported an operational underspend of £0.633m for 2017/18. Once Corporate
and General items are considered, the Authority had a total underspend in year of £6.9m
compared to budget.
The Authority’s MTFP details a balanced budget for 2018/19 including savings of £7 million in
year, all of which have been identified. However, the MTFP details the increasingly difficult
financial challenges faced each year, resulting in the need for ever rising savings, a total of to
£15 million in the period 2018/19 to 2020/21.
As part of our work, we have considered the assumptions behind the MTFP. The
assumptions used appeared reasonable. The Glassworks project is included in the MTFP, but
it is noted that the full cost of this project is not yet known. Delivery of Phase 2 is key to the
success of the project and the financial resilience of the Authority. As the contract for Phase
2 is yet to be awarded, this is not a concern for the 2017/18 VFM conclusion, however this is
likely to be an area of increased focus in future years.
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Appendices

Ap pendix 1:

Key issues and recommendations
Our audit work on the Authority’s 2017-18 financial statements has identified a number of issues. We
have listed these issues in this appendix together with our recommendations which we have agreed
with Management. We have also included Management’s responses to these recommendations.
The Authority should closely monitor progress in addressing the risks, including the implementation
of our recommendations.

We have given each recommendation a risk rating and agreed what action management will need to take.
Priority Rating for Recommendations

1

Priority One: Issues that
are fundam ental and
m aterial to your system of
internal control. We believe
that these issues m ight
m ean that you do not m eet
a system objective or
reduce (m itigate) a risk.

Priority Two: Issues that
have an im portant effect on
internal controls but do not
need im m ediate action. You
m ay still m eet a system
objective in full or in part or
reduce (m itigate) a risk
adequately but the
weakness rem ains in the
system .

2

Recom m endations Raised: 1
No.

Risk

Recom m endations Raised: 1

Issue & Recommendation
SAP IT Controls
As part of our detailed IT audit work in relation to SAP (the
general ledger), we noted a num ber of control deficiencies.
These relate to user access rights; password controls; change
m anagem ent and segregation of duties in relation to change
m anagem ent. These are included in detail in Appendix 8.

1

1

3

Priority Three: Issues that
would, if corrected, im prove
the internal control in
general but are not vital to
the overall system . These
are generally issues of best
practice that we feel would
benefit you if you introduced
them .
Recom m endations Raised: 1

Management Resp onse
Please refer to detailed
m anagem ent responses in
Appendix 8
Responsible Officer
Service Director - IT / Service
Director - Finance

Risk

Implementation Deadline

Without robust IT controls in place, there is a risk that
unauthorised changes could be m ade to key financial data.

Various – see Appendix 8 for
detailed tim elines

Recommendation
Managem ent should action the recom m endations highlighted
in Appendix 8, and should ensure that any future internal
reviews of the general ledger IT system are undertaken by
som eone with sufficient technical knowledge to identify SAP
specific risks that are not present within sim pler IT system s.
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Ap pendix 1:

Key issues and recommendations (cont.)
No.

Risk

Issue & Recommendation
Glassworks Governance Controls
From our discussions with officers, we are aware
that the Glassworks project is progressing, and
Phase 2 will com m ence soon. Although we have not
noted any specific areas for concern at this point in
tim e, given the capital investm ent involved,
uncertainty around returns, and the significance for
Barnsley, it is im portant that strong governance
controls are m aintained in relation to the Glassworks
project.
Risk

2

2

Without good governance processes being
m aintained, there is a risk that there will be no clear
oversight of the project, and decisions taken will not
be transparent. There is also a risk that costs will
increase without corresponding incom e being
generated.

Management Resp onse
The governance arrangem ents around the
Glassworks schem e will be reported in to
the Council’s Audit Com m ittee for
challenge and scrutiny.
Furtherm ore, the m anagem ent inform ation
and detail in respect of the Glassworks
project will be collated in one central
repository in term s of an auditable Value for
Money (VFM) file.
Responsible Officer
Executive Director – Place / Executive
Director – Core Services
Implementation Deadline
Already com m enced

Recommendation
Audit Com m ittee should consider whether there are
any gaps in assurance in relation to the Glassworks
project.
An exercise should also be undertaken to ensure
decisions are well evidenced and have an audit trail
available to evidence value for m oney considerations
including a full sensitivity analysis.
Receip t of related p arty declarations from
Councillors
We note that, although m ore related party
declarations have been received than in previous
years, related party declaration form s had not been
received from eleven councillors.
Risk

3

3

Without all council m em bers confirm ing their
interests outside of the Council on an annual basis,
there is a risk that relationships are not appropriately
declared, which could then lead to challenge around
robust and transparent decision m aking.

Additional rem inders will be sent to
m em bers well in advance of the date they
are required to subm it the return.
Responsible Officer
Service Director – Finance
Implementation Deadline
March 2019

Recommendation
Councillors should be rem inded of the need to
subm it their declarations annually.
There should be a clear process in place for chasing
outstanding declarations by 31 March each year.
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Ap pendix 2:

Follow-up of prior year recommendations
The Authority has implemented all of the recommendations raised through our previous audit work.

This appendix summarises the progress made to implement the recommendations identified in our ISA 260
Report 2016/17 and re-iterates any recommendations still outstanding.
Numb er of recommendations that were
Included in the original report

4

Im plem ented in year or superseded

4

No.

1

Risk

2

Issue & Recommendation

Management Resp onse Status as at July 2018

Staff have been rem inded of
the im portance of com pleting
Com m unication to go to
leaver form s in a tim ely fashion.
Risk
m anagers across the
Our 2017/18 audit work did not
Council to highlight the
As part of our payroll control testing,
im portance of com pleting identify any overpaym ents.
we identified eight instances out of a
leaver form s in a tim ely
sam ple of 25 where staff had been
fashion. The
overpaid due to m anagers not
com pleting leavers form s and sending overpaym ents identified
in the sam ple have all
them to the payroll team in a tim ely
been pursued through
m anner.
our overpaym ent
This causes additional expense to the recovery process with
Council, both in term s of having
the m ajority of them
overpaid the staff, and in the staff
been repaid since the
tim e then taken up asking for
financial year end. Only
repaym ents.
one rem ains outstanding
which has been
All m anagers should be rem inded of
escalated through the
the im portance of inform ing the
debt recovery process.
payroll team as soon as they are
aware of a leaver.
Responsible Officer
Recommendation
Service Director - Finance
Staff overpaid due to delays in
com pleting leavers’ form s

Accepted

All m anagers should be rem inded of
the im portance of inform ing the
payroll team as soon as they are
aware of a leaver.

Implementation
Deadline
Septem ber 2017
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Ap pendix 2:

Follow-up of prior year recommendations
(cont.)
No.

Risk

Issue & Recommendation
Council tax system –“Academ y” user
access and super user access
Risk
When undertaking our IT controls
around the council tax system
(Academ y), we identified that in our
sam ple of 25 people who had user
access to the system , 7 should not
have had access to the system . We
also identified that, of the 34 staff
with super user access, five should
not have had this level of access

2

3

There is a risk that staff m ay m ake
changes to the system that they are
not authorised to do. Super users
have the ability to go in and m ake
changes to IT system s without certain
checks and authorisations being
required that are in place for norm al
users. This increases the risk that
changes could be m ade either
accidentally or deliberately.

Management
Resp onse
Accepted
To im plem ent a periodic
review of user access of
Academ y to identify
where m em bers of staff
have m oved jobs within
the Council and no
longer require access or
a different type of
access.

Status as at July 2018
No issues were identified as
part of our audit work for
2017/18.

Responsible Officer
Finance and Service
Director - IT
Implementation
Deadline
To com m ence
Septem ber 2017

Recommendation
A full review of user access should be
undertaken to confirm that there no
other staff who have been given
inappropriate access, and all staff
identified as part of our sam ple testing
should have their access revoked.

3

3

Notifying IT of leavers

Accepted

Risk

The current process of
rem oving overall
network access
autom atically when the
em ployee leaves
m itigates the risk of
individual system
access. That said, work
currently progressing on
autom ation of rem oval of
access from the
individual system s.

As part of our review of the council
tax system (Academ y), we identified
that of 40 leavers selected for testing,
seven had not had their access to the
system revoked at the tim e of our
testing. From our IT testing of the
general ledger (SAP), we identified
three staff out of a sam ple of 25 had
not had their system access revoked.
This was due to IT staff not being
inform ed that they required rem oval
from the system .
Without tim ely rem oval of leavers,
there is a risk that staff could
m aliciously am end data after they
have left.

No issues were identified as
part of our audit work for
2017/18.

Responsible Officer
Service Director –
Finance
Service Director - IT

Continued overleaf…
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Ap pendix 2:

Follow-up of prior year recommendations
(cont.)
No.

Risk

Issue & Recommendation
Notifying IT of leavers (cont.)

Management
Resp onse

Status as at July 2018

Implementation
Deadline

It should however be noted that there
is an autom ated process to rem ove
Decem ber 2017
staff network access upon leaving,
which stops staff being able to access
any of the IT system s. We have
confirm ed that all of the identified
leavers had their network access
revoked in a tim ely m anner.
3

3

Recommendation
These users should have their access
revoked with im m ediate effect. The
process for notifying IT of leavers
should be am ended so they are
inform ed as soon as a m em ber of
staff is no longer an em ployee, or
preferably before when staff are
working their notice period. This
allows access to be revoked on the
day the leave.
SAP change log not saving an audit
trail
Risk

4

2

Within SAP (general ledger IT system ),
there is an area known as the
production client, which enables
changes to be m ade to the application
without following the approved
change process. This should be locked
apart from approved instances with
supporting controls and strictly lim ited
tim e period. Table logging usually
keeps track of when this has been
locked and unlocked, and form s an
audit trail, however our testing
identified that table logging was
turned off, and the SAP production
environm ent had been opened at least
once during the financial year, but
there was no record of how long for.
There is a risk that changes could be
m ade to the application without
following the approved change
process and that the records of these
changes could be rem oved to avoid
detection.
Continued overleaf…

Accepted
Firstly, there are a sm all
num ber of IT
professionals that have
access to action the
access to the Production
system . In term s of
changing the Production
system , there are
currently robust
procedural processes in
place with regards
change control that
m itigates the risk of any
am endm ents being
actioned directly to the
production client. All
change controls are
logged through the
helpdesk job system ,
starting the audit trail.
The change then goes
through 2 test
environm ents before
finally being transported
into the production
client, where the
production system is
open for a very short
period of tim e.

The change log is now
switched on.
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Ap pendix 2:

Follow-up of prior year recommendations
(cont.)
No.

Risk

Issue & Recommendation
SAP change log not saving an audit
trail (cont.)

Management
Resp onse

Status as at July 2018

Any deviation away from
this process would be
easily detected.

These could im pact on the integrity of
the system and the data held therein. The recom m endation
This then im pacts on the integrity of
around enabling the
the data within the financial accounts. system log for this
particular activity will be
It should be noted that only IT staff
explored.
have access to this aspect of SAP,
which m itigates som e of the risk that
anyone could m ake undetected
changes.
4

2

Recommendation
As we have substantively tested the
figures in the financial statem ents
back to source docum entation, we are
com fortable that this is unlikely to
have led to a m aterial m isstatem ent,
however to reduce the im pact of this
on the 2017/18 audit, table logging
should be enabled, and appropriate
checks be put in place to confirm
when the production client is
unlocked.

Responsible Officer
Service Director –
Finance
Service Director - IT
Implementation
Deadline

Reviewed by Decem ber
2017
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Ap pendix 3 :

Audit differences
We are required by ISA 260 to report all uncorrected misstatements, other than those that we believe
are clearly trivial, to those charged with governance (which in your case is the Audit Committee).
We are also required to report all material misstatements that have been corrected but that we
believe should be communicated to you to assist you in fulfilling your governance responsibilities.
A number of minor amendments focused on presentational improvements have also been made to the 201718 draft financial statements. The Finance team is committed to continuous improvement in the quality of
the financial statements submitted for audit in future years.
Unadjusted audit differences – Authority
We identified one unadjusted audit difference with a value of £5m in relation to the pension assets. This
variance is due to the actuary having to use estimates to provide their valuation in time for the draft
accounts, but the actual figures being available by the time we complete our audit.
Adjusted audit differences – Authority
The following table sets out the significant audit differences identified by our audit of Barnsley Metropolitan
Borough Council’s financial statements for the year ended 31 March 2018. It is our understanding that these
will be adjusted. However, we have not yet received a revised set of financial statements to confirm this.
Tab le 1: Adjusted audit differences – Authority (£’000)
No.

Financial
Income and
Statement Cap tion exp enditure
statement

Assets

Dr Actuarial Gains /
Losses

1

Cr Short Term
Debtors
Cr Long Term
Debtors

Liab ilities

17,505
(8,535)

(8,970)

(17,505)

17,505

Basis of audit difference

The paym ent m ade to SYPA for the
deficit funding for the three years from
2017-20 was recognised as a part
prepaym ent. An adjustm ent has been
m ade to rem ove this prepaym ent as
Pension Fund would not pay this back
to the authority and therefore the
balance does not m eet the definition of
a prepaym ent.

Total imp act of adjustments

Presentational adjustments
We identified a number of minor presentational adjustments required to ensure that the Authority’s financial
statements for the year ending 31 March 2018 are fully compliant with the Code of Practice on Local
Authority Accounting in the United Kingdom 2017-18 (‘the Code’).
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Ap pendix 4:

Materiality and reporting of audit differences
The assessment of what is material is a matter of professional judgment and includes consideration
of three aspects: materiality by value, nature and context.
Material errors by value are those which are simply of significant numerical size to distort the reader’s
perception of the financial statements. Our assessment of the threshold for this depends upon the size of
key figures in the financial statements, as well as other factors such as the level of public interest in the
financial statements.
Errors which are material by nature may not be large in value, but may concern accounting disclosures of key
importance and sensitivity, for example the salaries of senior staff.
Errors that are material by context are those that would alter key figures in the financial statements from one
result to another – for example, errors that change successful performance against a target to failure.
We used the same planning materiality reported in our External Audit Plan 2017-18, presented to you in
February 2018.
Materiality for the Authority’s accounts was set at £12 million which equates to around 1.8 percent of gross
expenditure. We design our procedures to detect errors in specific accounts at a lower level of precision.
Reporting to the Audit Committee
Whilst our audit procedures are designed to identify misstatements which are material to our opinion on the
financial statements as a whole, we nevertheless report to the Audit Committee any misstatements of
lesser amounts to the extent that these are identified by our audit work.
Under ISA 260, we are obliged to report omissions or misstatements other than those which are ‘clearly
trivial’ to those charged with governance. ISA 260 defines ‘clearly trivial’ as matters that are clearly
inconsequential, whether taken individually or in aggregate and whether judged by any quantitative or
qualitative criteria.
ISA 450 requires us to request that uncorrected misstatements are corrected.
In the context of the Authority, an individual difference is considered to be clearly trivial if it is less than
£600k for the Authority.
Where management have corrected material misstatements identified during the course of the audit, we will
consider whether those corrections should be communicated to the Audit Committee to assist it in fulfilling
its governance responsibilities.
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Ap pendix 5:

Required communications with the Audit
Committee
We have provided below at-a-glance summary of the information we are required to report to you in
writing by International Accounting Standards.

Required Communication

Commentary

Our draft m anagem ent
representation letter

We have not requested any specific representations in addition to those areas
norm ally covered by our standard representation letter for the year ended 31
March 2018.

Adjusted audit differences

We have identified one adjusted audit differences with a total value of £17.505
m illion. See appendix 3 for details. These adjustm ents have no im pact on the
deficit on provision of services.

Unadjusted audit differences

We identified one unadjusted audit difference in relation to pension assets with a
total value of £5 m illion (Appendix 3)

Related parties

There were no significant m atters that arose during the audit in connection with
the entity's related parties.

Other m atters warranting attention
by the Audit Com m ittee

There were no m atters to report arising from the audit that, in our professional
judgm ent, are significant to the oversight of the financial reporting process.

Control deficiencies

We have set out our assessm ent of the Authority’s internal control environm ent,
including details of significant deficiencies identified, in Section one of this report.
We have raised three recom m endations, which can be seen in Appendix 1.

Actual or suspected fraud,
noncom pliance with laws or
regulations or illegal acts

We identified no actual or suspected fraud involving the Authority’s Mem ber or
officers with significant roles in internal control, or where the fraud resulted in a
m aterial m isstatem ent in the financial statem ents.

Significant difficulties

No significant difficulties were encountered during the audit.

Modifications to auditor’s report

There are no m odifications to our audit report.

Disagreem ents with m anagem ent
or scope lim itations

The engagem ent team had no disagreem ents with m anagem ent and no scope
lim itations were im posed by m anagem ent during the audit.

Other inform ation

No m aterial inconsistencies were identified related to other inform ation in the
Narrative Report or Annual Governance Statem ent.
These reports were found to be fair, balanced and com prehensive, and com pliant
with applicable requirem ents.

Our declaration of independence
and any breaches of independence

No m atters to report.

Accounting practices

Over the course of our audit, we have evaluated the appropriateness of the
Authority‘s accounting policies, accounting estim ates and financial statem ent
disclosures. In general, we believe these are appropriate.

The engagem ent team and others in the firm , as appropriate, the firm and, when
applicable, KPMG m em ber firm s have com plied with relevant ethical
requirem ents regarding independence. See Appendix 6 for further details.

We have set out our view of the assum ptions used in valuing pension assets and
liabilities at page 15.
Significant m atters discussed or
subject to correspondence with
m anagem ent

There were no significant m atters arising from the audit which were discussed,
or subject to correspondence, with m anagem ent.
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Ap pendix 6:

Declaration of independence
ASSESSMENT OF OUR OBJECTIVITY AND INDEPENDENCE AS AUDITOR OF BARNSLEY
METROPOLITAN BOROUGH COUNCIL
Professional ethical standards require us to provide to you at the conclusion of the audit a written disclosure
of relationships (including the provision of non-audit services) that bear on KPMG LLP’s objectivity and
independence, the threats to KPMG LLP’s independence that these create, any safeguards that have been
put in place and why they address such threats, together with any other information necessary to enable
KPMG LLP’s objectivity and independence to be assessed.
In considering issues of independence and objectivity we consider relevant professional, regulatory and legal
requirements and guidance, including the provisions of the Code of Audit Practice, the provisions of Public
Sector Audit Appointments Limited’s (‘PSAA’s’) Terms of Appointment relating to independence, the
requirements of the FRC Ethical Standard and the requirements of Auditor Guidance Note 1 - General
Guidance Supporting Local Audit (AGN01) issued by the National Audit Office (‘NAO’) on behalf of the
Comptroller and Auditor General.
This Statement is intended to comply with this requirement and facilitate a subsequent discussion with you
on audit independence and addresses:
— General procedures to safeguard independence and objectivity;
— Independence and objectivity considerations relating to the provision of non-audit services; and
— Independence and objectivity considerations relating to other matters.
General procedures to safeguard independence and objectivity
KPMG LLP is committed to being and being seen to be independent. As part of our ethics and
independence policies, all KPMG LLP partners, Audit Directors and staff annually confirm their compliance
with our ethics and independence policies and procedures. Our ethics and independence policies and
procedures are fully consistent with the requirements of the FRC Ethical Standard. As a result we have
underlying safeguards in place to maintain independence through:
— Instilling professional values
— Communications
— Internal accountability
— Risk management
— Independent reviews.
We are satisfied that our general procedures support our independence and objectivity.
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Ap pendix 6:

Declaration of independence (cont.)
Independence and objectivity considerations relating to the provision of non-audit services
Sum mary of fees
We have considered the fees charged by us to the authority and its controlled entities for professional
services provided by us during the reporting period. We have detailed the fees charged by us to the
authority and its controlled entities for significant professional services provided by us during the reporting
period in Appendix 7, as well as the amounts of any future services which have been contracted or where a
written proposal has been submitted. Total fees charged by us for the period ended 31 March 2018 can be
analysed as follows:
2017-18
£

2016-17
£

Audit of the Authority

135,998

135,998

Total audit services

135,998

135,998

0

7,750

Mandatory assurance services

15,236

22,118

Total Non Audit Services

15,236

29,868

Audit related assurance services

We are also in the process of agreeing the fees for the 2017/18 Teachers Pension Audit (PY £3,500) and
Pooling of Housing Capital Receipt Audit (PY £4,250)
We are required by AGN 01 to limit the proportion of fees charged for non-audit services (excluding
mandatory assurance services) to 70% of the total fee for all audit work carried out in respect of the
Authority under the Code of Audit Practice for the year. The ratio of non-audit fees to audit fees for the year
was 0.11:1. We do not consider that the total of non-audit fees creates a self-interest threat since the
absolute level of fees is not significant to our firm as a whole.
Facts and matters related to the provision of non-audit services and the safeguards put in place that bear
upon our independence and objectivity, are set out table on the following page.
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Ap pendix 6:

Declaration of independence (cont.)
Analysis of Non-audit services for the year ended 31 March 2018
Descrip tion of
scop e of services

Princip al threats to indep endence and
Safeguards ap p lied

Basis of fee

Value of services Value of services
delivered in the
committed b ut
not yet delivered
year ended 31
£
March 2018
£

Audit-related assurance services
Grant Certification –
Teachers Pensions
Return and Pooling
of Housing Capital
Receipts Return

The nature of these audit-related services Fixed Fee
is to provide independent assurance on
each of these returns. As such we do not
consider them to create any
independence threats.

0

0

We have considered the following threats
to independence and have concluded
there are none that apply to this audit:
-

Self interest
Assum ption of m anagem ent
responsibility
Self review
Fam iliarity
Advocacy
Intim idation

The fee for this work is yet to be
agreed as we are awaiting details of
the scope of the work from the
relevant body.

Mandatory assurance services
Grant Certification – The nature of this m andatory assurance
Housing Benefit
service is to provide independent
Subsidy Return
assurance on each of the returns. As
such we do not consider it to create any
independence threats.

Fixed Fee

2,000

13,236

As part of the PSAA contract, we are
required to undertake the housing
benefits audit work. As such appropriate
safeguards have been applied by PSAA.
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Ap pendix 6:

Declaration of independence (cont.)
Independence and objectivity considerations relating to other matters
We set out below our consideration of other matters which, in our professional judgement, have a bearing on
our independence and objectivity.
Form er partners / employees of KPMG employed by the authority
The following former members of the audit team, who have left in the past year, are now employed at
Barnsley MBC:
— Louise Booth, who was a former Assistant Manager at KPMG is now an internal audit manager within
Barnsley MBC
We do not believe that this impairs our independence as we do not directly review any work undertaken by
Louise.
Confirmation of audit independence
We confirm that as of the date of this report, in our professional judgment, KPMG LLP is independent within
the meaning of regulatory and professional requirements and the objectivity of the partner and audit staff is
not impaired.
This report is intended solely for the information of the Audit Committee of the authority and should not be
used for any other purposes.
We would be very happy to discuss the matters identified above (or any other matters relating to our
objectivity and independence) should you wish to do so.

KPMG LLP
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Ap pendix 7:

Audit fees
As communicated to you in our External Audit Plan 2017-18, our scale fee for the audit is £135,998 plus VAT
(£135,998 in 2016/17), which is consistent with the prior year.
Our work on the certification of the Authority’s Housing Benefit Subsidy return is planned for September
2018. The planned scale fee for this is £15,236 plus VAT (£22,118 in 2016/17). Planned fees for other grants
and claims which do not fall under the PSAA arrangements have not yet been agreed for 2017/18 (£7,750 in
2016/17), see further details below.

Comp onent of the audit

2017-18 Planned Fee
£

2016-17 Actual Fee
£

Accounts op inion and value for money work
PSAA Scale fee (Barnsley Metropolitan Borough Council)

135,998

135,998

0

135,998

Housing Benefits Certification (work planned for October)

15,236

22,118

Total mandatory assurance services

15,236

22,118

Teachers’ Pension Return (work planned for August)

TBC

3,500

Pooling of Housing Capital Receipts (work planned for August)

TBC

4,250

Total audit-related assurance services

TBC

7,750

Total non-audit services

TBC

29,868

Grand total fees for the Authority

TBC

165,866

Total audit services
Mandatory assurance services

Audit-related assurance services

All fees quoted are exclusive of VAT.
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Ap pendix 8:

IT Audit Recommendations
Our IT audit in relation to the Authority’s 2017-18 financial statements has identified 8 issues. We
have listed these issues in this appendix together with our recommendations which we have agreed
with Management. We have also included Management’s responses to these recommendations.
The Authority should closely monitor progress in addressing the risks, including the implementation
of our recommendations.

We have given each recommendation a risk rating and agreed what action management will need to take.
Priority Rating for Recommendations

1

Priority One: Issues that
are fundam ental and
m aterial to your system of
internal control. We believe
that these issues m ight
m ean that you do not m eet
a system objective or
reduce (m itigate) a risk.

Priority Two: Issues that
have an im portant effect on
internal controls but do not
need im m ediate action. You
m ay still m eet a system
objective in full or in part or
reduce (m itigate) a risk
adequately but the
weakness rem ains in the
system .

2

Recom m endations Raised: 1
No.

Risk

Recom m endations Raised: 6

Issue & Recommendation
SAP Privileged Profiles
The SAP application includes the ability to assign highly
privileged profiles to user accounts (i.e. SAP_ALL). These
profiles grant super user status to those accounts, allowing
them control over all aspects of the system , including the
ability to delete or am end all activity logs (including system
changes).
The following was noted in relation to this:
— 8 accounts were identified which had been assigned super
user access for an extended period and where there was
no clear, current requirem ent for that level of access, or
where the account could be am ended to a type that does
not allow direct login.

1

1

— 2 accounts were identified which had been tem porarily
assigned super user access and where no evidence was
available of the underlying request and approval for access
to be assigned. A further 1 account was tem porarily
assigned super user access, which was not revoked in a
tim ely m anner once the requirem ent was com plete.
— 3 instances were identified were an individual assigned
them selves tem porary super user access.
To m inim ise risk good practice dictates that these profiles only
be assigned for lim ited periods of tim e and for a specific,
approved purpose. When required to be assigned to a system
account for operational activity, if possible, the account should
be set to an account type that does not allow direct login.

3

Priority Three: Issues that
would, if corrected, im prove
the internal control in
general but are not vital to
the overall system . These
are generally issues of best
practice that we feel would
benefit you if you introduced
them .
Recom m endations Raised: 1

Management Resp onse
The Council accept the
recom m endations and have
included an action plan for
im plem enting suggested changes.
A review of existing users with
SAP_ALL has been com pleted and
action taken to rem ove nonrequired perm issions im m ediately.
A new daily report has been
im plem ented to alert where
anyone identified with SAP_ALL
SAP_NEW is autom atically sent to
SAP team who rem ove access
from anyone who has had it
previously and no longer needs it.
This report also states what
transaction activity the user carried
out in the tim e they had SAP_ALL.
Additionally requests for this level
of access will also go through the
form al ITSM system .

[Continued on next page]
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Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation

Management Resp onse

[Continued from previous page]

1

1

The Council has a solution called Profile
Tailor (by Grey Monarch), that recorded all
SAP Privileged Profiles cont.
activity on the SAP system for the entirety
Risk
of the 2017/18 financial year. This
inform ation enables historic checking of
Where this level of privileged access is not
transaction usage, and is currently available
appropriately restricted it is not possible to confirm
that no inappropriate changes have been m ade to the to the IT and Internal Audit team s.
SAP system . This is due to the ability for changes to On the basis of this audit, the Council will
be m ade by users with this access level and then any im plem ent a new project to extend the
m onitoring, reporting and alerting functions
record of the change to be rem oved.
of Profile Tailor to provide richer intelligence
Whilst there is no evidence that inappropriate
regarding role and transaction usage to
changes were m ade, the inability to rely on the
service m anagers.
integrity of change records m eans it is not possible to Responsible Officer
rely on the system for audit purposes.
Service Director - IT / Service Director –
Recommendation
Finance
A review should occur over all SAP user accounts
Implementation Deadline
which are currently assigned this level of access. This
Identify and Review Users / Accounts –
should confirm that in each instance there is a
Com pleted July 2017
current requirem ent for this level of access and that a
lower level of privilege cannot be used.
Am end Request Process – August 2018
For system accounts this should also include review
of the option for the account to be set to an account
type that does not allow direct user login. Periodic
reviews should then occur to ensure that once the
requirem ent for this level of access is com plete it is
rem oved in a tim ely m anner.
A form al approval process for tem porary assignm ents
of this level of access should be im plem ented with
guidance on the required process for requesting
access and retaining sufficient evidence of approval.
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Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation

Management Resp onse

A log of all Application Opening was
provided to KPMG, together with
The SAP application allows for the live system to be
m anagem ent assurance in the cases which
opened or unlocked to allow direct changes to be
were not clearly accounted for. However,
m ade by individuals with appropriate access
the Council agrees with the assessm ent of
assigned. This is required in the event of an
residual risk and will im plem ent a revised
em ergency or a fault that cannot be fixed through the process which is consistent with our IT
norm al change process.
Change Managem ent policy, and include all
requests for change within our ITSM
We noted that autom ated logging is in place to
system .
record when the system is opened, however a
form ally evidenced process is not in place for m aking
requests and granting approval for the system to be
Responsible Officer
opened, and for additional controls to m anage the
Service Director – IT
resulting risk to be im plem ented (i.e. reviewing
changes m ade or locking out users).
Implementation Deadline
Change Request Process of Configuration Risk
Im m ediate
SAP Ap p lication Op ening

2

2

Where a form al process to request and approve
instances of the live system being opened is not in
place the risk is created that unauthorised or
inappropriate live system openings could occur. This
would therefore increase the risk of inappropriate
direct changes being m ade to the system and data
contained therein.

Am end Request Process – August 2018

Managem ent undertook a retrospective review of all
instances of the system being opened for the audit
period and were able to confirm all were appropriate
therefore significantly reducing the risk for the
current audit period.
Recommendation
A form al and evidenced process for requesting and
approving opening the live system for direct changes
should be im plem ented.
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Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation

Management Resp onse

The statem ent "1 user account, belonging to a
The SAP application also includes the ability to leaver which had rem ained active to run batch
jobs, still had a range of other privileges assigned,
assign privileged access at a m ore granular
‘transaction’ level. This enables user accounts this included the ability to change underlying data
in the database, disable table logging, perform
to have high levels of privilege in relation to
developm ent and m ake changes in the system "
certain functions and activities (i.e. user
provides an inaccurate view of the system as the
account m aintenance, changes to the system
user in question no longer has access to the
setup, create batch jobs).
councils internal network, so would have no way
The following was noted in relation to this:
to access the system , they would also need
— 34 user accounts were identified which had access to a device that has the appropriate
privileged access assigned to change
software installed on it.
underlying data in the database and where
the users had either left the Council (2) or
Many of the 34 users are in relation to
are m em bers of the Com m ercial services
Z_WINSHUTTLE_USER which is part of a
team (32) whose norm al duties do not
com posite role. A project to initiate the routine
require this level of privilege.
use of the Profile Taylor solution will allow user
accounts to be m ore flexibly m anaged in the
— 1 user account was identified that held
future.
privileges no longer required for the
individual’s job role, this included the ability Responsible Officer
to change underlying data in the database,
Service Director – IT
and execute program s and reports as any
user.
Implementation Deadline
Review current SAP roles – August 2018
— 1 user account, previously assigned to a
SAP Privileged Transactions

3

2

m em ber of staff but now used as a shared
account to run batch jobs still had a range of Roles Review – January 2019 and periodically
other privileges assigned, this included the
ability to change underlying data in the
database, disable table logging, perform
developm ent and m ake changes in the
system .

To m inim ise risk these privileged transactions
should only be assigned when required based
on the users job role or for a specific
operational purpose. When required to be
assigned to a system account for operational
activity the account should, if possible, be set
to an account type that does not allow direct
login.
[Continued on next page]
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Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation

Management Resp onse

[Continued from previous page]
SAP Privileged Transactions cont.
Risk
Where privileged access is not appropriately
controlled the risk is increased that changes to
user accounts, the system functionality or
configuration and the data held within the
system are m ade without appropriate review
and approval.
3

2

This creates the risk that changes could be
m ade that could im pact on the integrity of
system functionality, reporting and data held
within SAP.
Recommendation
A review should occur over transaction level
privileged access assigned to all SAP user
accounts. This should confirm that in each
instance there is a current requirem ent for this
level of access. Periodic reviews should then
occur to ensure that any changes to job roles or
requirem ent are reflected in a tim ely m anner.
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Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation

Management Resp onse

The Council accept the recom m endation to
The infrastructure underlying the SAP application conduct a form al risk assessm ent of our
database password practices, and expect to
needs to be appropriately configured to control
conclude that BMBC will tolerate the risk.
and restrict user access. This includes
im plem enting appropriately strong password
Whilst the database passwords do not currently
configuration within both the server operating
adhere to the Council's password policy, there
system and database.
are another two layers of security that a user
We noted a num ber of system ’s password
m ust get through before they can access the
configuration did not align with good practice
database itself.
and / or the Council’s password policy,
specifically:
1- Login to the Council’s internal network;
2- Identify the server they wish to access then
— The SAP Oracle database does not
login in to it;
autom atically enforce requirem ents for
3- Use the database password to access the
m inim um password length or com plexity. It
also does not align to the Council’s password system .
policy requirem ents for password expiry, or
KPMG has further indicated that passwords do
user lockout after failed logins.
not com ply with ‘good practice’ – The Council
— There are 7 active user accounts on the UNIX
would welcom e specific clarification on the
server which do not align to the Council’s
recom m ended practices.
password policy requirem ent for expiry, and
Responsible Officer
1 super user, which does not align to the
policy stated m inim um password length.
Service Director – IT
Infrastructure Passwords

4

2

— The Windows Server and Windows Network
password param eters for user lockout are
not aligned to the Council’s password policy.

Implementation Deadline
Septem ber 2018

In addition it was noted that a num ber of shared
account passwords, including several from the
Oracle database and Windows Servers, and the
UNIX operating system ’s default super user
account are held within password protected
Excel docum ents. Whilst access to these
docum ents is restricted, the Excel docum ent’s
passwords are not autom atically required to
align with good practice or local policy.
Risk
Where passwords are not configured in line with
good practice and local policy the risk is
increased that inappropriate or unauthorised
access to the system could occur and allow for
the activity that m ay then com prom ise the
integrity of the system and data held therein.
Further where passwords for privileged
accounts are held centrally without appropriate
control the risk is increased that this could
represent a weakness in the Council’s
inform ation security environm ent.
[Continued on next page]
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Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation

Management Resp onse

[Continued from previous page]
Infrastructure Passwords cont.
Recommendation
Password and system configuration within the
infrastructure should be reviewed, where
possible it should be aligned with good practice
and local policy.

4

2

Where a decision is taken to not undertake this
alignm ent (i.e. due to increased com plexity for
users accessing the system ) a form al risk
assessm ent should be undertaken to
understand the risk exposure created. This
assessm ent should be reviewed periodically to
ensure it is aligned with the Council's risk
tolerance.
Consideration should also be given to
im plem enting a password m anagem ent tool to
increase the control level for shared password
storage.
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Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation
SAP Built-in Accounts
The SAP application contains a num ber of builtin, system accounts which are used for specific
purposes such as initial system setup and
version upgrades.
Good practice dictates that these accounts be
disabled or otherwise m ade inaccessible when
not required for a current task.
We noted that two built-in system accounts
were active, assigned privileged access and not
set to a user type that would disable direct login
occurring.
Risk

5

2

Where built-in accounts are not controlled
appropriately the risk is increased of
inappropriate access.

Management Resp onse
The Council accept this recom m endation and
will im plem ent a change to one of the identified
accounts.
An investigation has been undertaken on the 2
system account m entioned in the report, and
the Council is advised by SAP that only one of
the accounts could be locked. The Council will
com plete this action as recom m ended by SAP.
Responsible Officer
Service Director – IT
Implementation Deadline
Review Current built in accounts – Com pleted –
June 2018
Lock account - August 2018

Further due to the nature of these accounts the
risk is increased due to the lack of direct
accountability to a nam ed individual or group of
individuals for any activity undertaken. Where
accounts are privileged this risk is further
increased.
Recommendation
A review should be undertaken over all built-in
system accounts to confirm a current
requirem ent. Where there is no current
requirem ent the account should be locked,
where the account is required but does not
require direct user access the account type
should be updated to one that does not allow
direct login.
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Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation

Management Resp onse

SAP Change Management

The Council accepts the recom m endations.

To ensure changes m ade to the SAP application
are appropriately authorised and have undergone
sufficient testing to m inim ise the risk of a
negative im pact on the system a robust change
m anagem ent process should be followed for all
changes m ade. To ensure this process is
followed consistently docum entation should be
retained to form an audit trail.

Currently changes in SAP should be m anaged
via the Solution Manager solution. However,
before this audit it was already identified there
was a flaw in this process, so a project is
currently underway to update both the system
and the process.

The following was noted in relation to this:
— There is no clearly docum ented change
approval process in place for the SAP
application, with no independent
authorisation required to progress changes
into the live environm ent.
— Minim al docum entation is retained to
evidence approval for im plem entation being
granted and, sufficient and appropriate
testing being undertaken.

Additionally, the Council has an established an
internal Change Managem ent Policy and a CAB
that is m anaged via our ITSM system . Where
changes within SAP are not aligned to this
process currently, they will be reviewed and
aligned with the IT change m anagem ent
process, via the production of a change
catalogue for the SAP system .
Responsible Officer
Service Director – IT

Risk
6

2

Where a robust change m anagem ent process is Implementation Deadline
not undertaken and / or not docum ented the risk Docum ent service catalogue Septem ber 2018,
is increased that changes m ay be im plem ented
SAP Solution Manager – January 2019
that have not been appropriate approved or
tested and could have a negative im pact on the
integrity of the system or data held therein.
Recommendation
An updated change m anagem ent process
should be im plem ented with clearly
docum ented guidance on the required process
for change developm ent and im plem entation
including:
-

Requesting and granting approval for
im plem entation into the live system .

-

Testing changes prior to im plem entation,
with the scale of testing based on change
significant and im pact.

-

Maintaining sufficient levels of change
docum entation.

In addition this m ay include a specific nam ed
change approver being identified or creation of a
Change Approval Board (CAB).

© 2018 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with
KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential

45

Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation
SAP Change Segregation of Duty
The SAP application includes functionality for
user access to be segregated to ensure that an
individual is only able to create or approve
changes to the live system . This is to ensure
that no individual is able to m ake changes to the
system without independent approval.
The following was noted in relation to this:
— 8 active users had the ability to develop and
im plem ent changes to the live system
without independent approval.

Management Resp onse
The Council currently segregate duties with
respect to changes in SAP as far as possible
with the lim ited resources within the IT business
unit. Currently, only two staff can transport data
into the live SAP solution and checks are
conducted on the appropriateness of the
transport, but a num ber of staff within the team
do not have an appropriately trained alternative
to check the validity of their work.
To increase visibility and peer reviewing of m ajor
changes, these will be logged via the ITSM
system and reviewed at the operational CAB to
provide m anagem ent scrutiny.

— 75 of the 471 indirect changes m ade during
the period were developed and im plem ented
by the sam e user.
The Council will im plem ent periodic spot
It is understood that within a sm all IT team
checking of changes which are im plem ented
lim ited resources m ay require high risk
with lim ited SOD levels.
com binations of access to be held and changes
to be developed and approved by the sam e
Responsible Officer
individual. However we noted there is no
Service Director - IT
retrospective m anagem ent review of changes
m ade to m itigate the risk created and ensure
that all were appropriate.
Implementation Deadline
Im plem ent spot checking of changes –
Im m ediate and Ongoing

Risk
7

2

Where changes are developed and im plem ented
by a single individual without independent
Record Segregation of Duties for each change –
approval or com pensating review the risk is
Ongoing from Septem ber
increased that a change is m ade to the live
system which has not followed an appropriate
process and which could com prom ise the
integrity of the system and data contained
therein.
Recommendation
A review should be undertaken over all SAP user
accounts which are able to both develop and
im plem ent changes to ensure that this access is
required based on team structure and current
job roles. This should consider:
-

Users who can develop and im plem ent
indirect changes via transports; and

-

Users who can open the system for direct
changes and m ake direct changes both to
system coding and configuration.

Where this level of access is deem ed
appropriate by m anagem ent a form ally
docum ented and evidenced process should be
im plem ented whereby periodic reviews of all
such changes occur to validate their authenticity
and ensure no m isuse of privilege is occurring.
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Ap pendix 8:

IT Audit Recommendations (Cont.)
No.

Risk

Issue & Recommendation

Management Resp onse

This issue is a result of an adm inistrative error
with BMBC policy. The configured Windows
The SAP system allows for configuration at a
policy is in line with the SAP policy and requires
detailed level over the structure of passwords,
5 failed attem pts before lockout; however the
as well as num ber of additional system settings
official policy docum ent has not been updated to
in relation to user access.
reflect this. The policy will be updated at the
The following was noted in relation to this:
next Inform ation Governance Board, and a
— The num ber of login attem pt prior to lock out supporting e-m ail from the ICT Technical
Security Lead will be provided to KPMG as
on the SAP application is not aligned to the
supporting evidence.
Council’s password policy.
SAP Passwords

8

3

— The SAP param eters for restricting the ability
to m ake rem ote functional calls, login on
Responsible Officer
m ultiple devices using the sam e user
Service Director – IT
account and autom atic logout after a period
of inactivity are not configured in line with
good practice.
Implementation Deadline
Risk
Update Password Policy – August 2018
Where passwords and system configuration are
not set up in line with good practice the risk is
increased that inappropriate or unauthorised
access to the system could occur and allow for
the activity that m ay then com prom ise the
integrity of the system and data held therein.
Recommendation
The SAP system configuration should be
reviewed, where possible it should be aligned
with good practice and local policy.
Where a decision is taken to not undertake this
alignm ent (i.e. due to increased com plexity for
users accessing the system ) a form al risk
assessm ent should be undertaken to
understand the risk exposure created. This
assessm ent should be reviewed periodically to
ensure it is aligned with the Council's risk
tolerance.
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The key contacts in relation to our audit are:
Clare Partridge
Partner

Amy Warner
Manager

T: +44 (0) 113 23 1 3 922
E: clare.partridge@ kpmg.co.uk

T: +44 (0) 113 23 1 3 039
E: amy.warner@ kpmg.co.uk

Rachael Whittaker
Assistant Manager
T: +44 (0) 113 23 1 3 851
E: rachael.whittaker@ kpmg.co.uk

kpmg.com/uk

This report is addressed to the Authority and has been prepared for the sole use of the Authority. We
take no responsibility to any m em ber of staff acting in their individual capacities, or to third parties. We
draw your attention to the Statem ent of Responsibilities of auditors and audited bodies, which is
available on Public Sector Audit Appointm ent’s website (www.psaa.co.uk).
External auditors do not act as a substitute for the audited body’s own responsibility for putting in place
proper arrangem ents to ensure that public business is conducted in accordance with the law and
proper standards, and that public m oney is safeguarded and properly accounted for, and used
econom ically, efficiently and effectively.
We are com m itted to providing you with a high quality service. If you have any concerns or are
dissatisfied with any part of KPMG’s work, in the first instance you should contact Clare Partridge, the
engagem ent lead to the Authority, who will try to resolve your com plaint. If you are dissatisfied with
your response please contact the national lead partner for all of KPMG’s work under our contract with
Public Sector Audit Appointm ents Lim ited, Andrew Sayers, by em ail to Andrew.Sayers@ kpm g.co.uk.
After this, if you are still dissatisfied with how your com plaint has been handled you can access PSAA’s
com plaints procedure by em ailing generalenquiries@ psaa.co.uk by telephoning 020 7072 7445 or by
writing to Public Sector Audit Appointm ents Lim ited, 3rd Floor, Local Governm ent House, Sm ith
Square, London, SW1P 3HZ.
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